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U .S .S coutingS erviceP roject,Inc.

The Internet Scout Patch

Program Guide

W ebsite:http://usscouts.org/internetscoutpatch.asp

Purpose

T hepurposeofthisprogram isfosterafam ily approachtoyouthuseoftheInternet.W e
hopethatfam iliesw ill,by w orkingthroughtheserequirem ents,developabetterunderstanding
oftheInternet,itsdangers,andadoptsaferpractices.W ealsohopethatthedialogthatis
started inthisprogram w illcontinueand provideyoungpeoplew ithahom esafety netfortheir
Internetuse.

W hiletheInternetoffersm any w onderfulpossibilities,itisalsoadangerousplacew ith
predatorsand unrestrained contentthatm ay notalw aysbeappropriateforyoungpeople.
W hilethereisnow ay topreventm isuseoftheInternetandnow ay toabsolutely preventany of
therisksassociated w ithusingtheInternet,itisourhopethatparentsandchildrenw hoengage
inadialogaboutinternetissuesw illreducetheserisksandhaveasaferexperience.

Disclaimers

T heU .S .S coutingS erviceP roject(U S S S P )isanon-profitcorporationregisteredinthe
S tateofCalifornia.T heU S S S P ,w hilesupportingtheprogram softheS coutM ovem ent,isnot
associatedw iththeW orld O rganizationoftheS coutM ovem ent(W O S M ),theW orld
AssociationofGirlGuidesandGirlS couts(W AGGGS ),Boy S coutsofAm erica(BS A),orGirl
S coutsoftheU S A (GS U S A).T hisaw arenessprogram isnotintendedasasubstituteforany
program ,publication,oradvancem entbadgeofany oftheaforesaidorganizations.

You w illfind linkstootherw ebsitesinthisprogram guide.T heU S S S P doesnotexercise
controloverthecontentofthesew ebsitesandtheplacem entofalinkshouldnotbeconstrued
asanendorsem entofany productorcontent.Ifany linkedcontentcontainsnon-fam ily friendly
content,pleaseadviseusandw ew illreview thesituation.

http://usscouts.org/internetscoutpatch.asp
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Instructions to Mentors

T hekey tothesuccessofthisprogram istheactiveinvolvem entofadultm entors.For
youthundertheageofeleven,w estrongly recom m endthatthem entorbeaparent.Forolder
youthm entorsm ay beparentsoraS coutingleader.Forallm entorsw erecom m endthe
follow ing:

1. P repare:S creenthisprogram guideinadvanceofsharingw ithyourchildoraS cout.
S pend som etim ew iththeresourceslistedtobecom efam iliarw iththetopicssothat
you canhelpyourchild learnm ore.

2. A djust:Adjustyourexpectationsanddiscussionsbasedontheage,skills,and know ledge
leveloftheyouthparticipant.T heprogram isaguideand notasetofhard andfast,
absoluterequirem ents.T heintentistofosterdiscussionandencouragelearning
m atched totheneedsand abilitiesoftheyouthm em ber.ForVenturingaged youtha
teachingcom ponentisrequired,butforallothersthesam ebasicrequirem entsapply
and shouldbetailoredtotheindividualyouthm em ber.

3. Discover:Don’tsw eatitifyou com eacrossareasw hereyou arenotfam iliarw ithatopic
orarenotsureoftheansw er.T hiscanbeanexcellentopportunity foryou tousea
searchenginew ithyourchild orayouthm em bertofind answ ersand anopportunity to
learnw hoinyourcom m unity w ithexpertisecanhelp.

4. Engage:P leasebepresentandengaged w iththeyouthparticipantw henthey areusing
theInternetinthisprogram .Foryoungerchildrenespecially,itisim portantthatanadult
beinvolvedinInternetusetom onitoractivitiesand answ erquestions.Forany activity in
any oftherequirem entsofthisprogram ,w eencouragetheyouthm em bertoask
perm issiontodotheactivity and ifpossibletodow iththeirm entor.N ote:Forany adult
leaderm entor,w eencourageyou tofollow any youthorchildprotectionguidelines
establishedby yourS coutingAssociation.
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Earning the Patch

W erely onaS cout’sHonorandthatofhism entorindeterm iningw hetheraS couthas
fulfilledtherequirem entsfortheInternetS coutP atch.W henyou placeanorderforthepatch,
you aresayingthatonyourhonorasaS coutyou havecom pletedtherequirem entssuccessfully
w ithanadultm entor.

1. M entorN eeded:Youthm em bersw illneed anadultm entortow orkonthisprogram .

W erecom m endthatyou w orkw ithaparentoranadultS coutleader.

2. P erm issionforA ctivities:Forany activitiesinvolved incom pletingthe

requirem ents,pleaseseektheperm issionofyourparentoradultleaderpriortostarting
theactivity.

3. Q uestions:Ifatany tim eyou encounterm aterialw hereyou havequestions,please

askyourm entorforassistance.

4. U ncom fortableInternetContent:Ifatany tim eyou encounterm aterialthat

m akesyou feeluncom fortableduetoitscontent,pleaseletyourparent(s)know right
aw ay andtalktothem aboutit.

Workbook

A w orkbookisavailabletohelpyou record yourprogress,organizeyourthoughts,and
m akenotesfordiscussionofvariousrequirem entsw ithyourm entor. Itcanbedow nloaded
here:http://usscouts.org/Internet-S cout-P atch.pdf.

http://usscouts.org/Internet-Scout-Patch.pdf
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Patches for the Program

1. S coutP atch:Allyouthw hocom pletetheprogram w itham entorm ay purchasean

InternetS coutP atch.

2. M entorP atch:P arentsorS coutL eadersthatactasam entorforthisprogram m ay

purchasethem entorversionofthispatch.

Ordering Patches

VisitO urW ebsite athttp://usscouts.org/internetscoutpatch.aspforinform ationon

how toorderpatchesforthisprogram .

http://usscouts.org/internetscoutpatch.asp
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Old Requirements and New Requirements

1. W hichR equirem entsCanYou U se?:Youthm em bersw hostarted thisprogram priorto
January 1,2011,m ay com pletetheprogram usingtheoriginalrequirem ents. An
updated setofrequirem entsw ereissued in2011. Allyouthm em bersthatstartedthe
program sinceJanuary 1,2011,m ustusethecurrentversionoftherequirem ents.N ote
thatthisdocum entincludessom every m inorrevisionstothe2011 requirem ents. T he
only substantialchangeistheprerequisitethatyouthm em berscom pletethe
requirem entsfortheBS A CyberChipappropriatetotheirgradelevelbeforestartingon
theprogram Atthispoint,allyouthm em bersstartingtheprogram m ustusethe
requirem entssetforthbelow .

2. A boutT heChanges:T herequirem entsand organizationofm aterialforthisaw areness
program haschanged significantly from ouroriginalprogram tom atchchangesin
Internetusageanddevelopingtechnologies.Forexam ple,theoriginalrequirem ents
includedbuildinganhtm lw eb page.Youtharefarm orelikely topostcontenttoasocial
m ediaw ebsitethantocreateapersonalw ebsiteusingHT M L .S im ilarly,youtharem ore
apttousetextm essagingthanem ailfortheirprim ary com m unicationsw ithfriends.Asa
resultw ehavechangedtheprogram toelim inatebuildingaw ebsiteandhaveaddeda
sectiononsocialm ediaand socialnetw orking. Inaddition,w everifiedandupdatedall
hyperlinkstoresourcem aterialonpages18-37inM ay,2014.

3. Eligibility:T hisprogram isopentoallyouthm em bersinany S coutingprogram .
How ever,youthm ay notparticipateinthisprogram w ithouttheconsentofaparentor
guardian.U ltim ately,itisuptoaparenttow orkw ithhisorherchildorchildrenon
developingagoodunderstandingoftheInternetandhow touseitsafely.P erm ission
from aparentandtheirsupportiscriticaltofosteringadialogthatw illlead tosafer
Internetuse.

Prerequisite: The BSA Cyber Chip

Beforeyou beginw orkontheInternetS coutP atch,com pletetherequirem entsforthe
BS A CyberChipappropriateforyourgradelevel.T herequirem entsareavailableat
http://usscouts.org/advance/cyberchip.asp. W orkbooks,fortheBS A CyberChip,canbe
dow nloadedhere: http://usscouts.org/advance/docs/Cub-S cout-Cyber-Chip.pdfand/orhere
http://usscouts.org/advance/docs/Boy-S cout-Cyber-Chip.pdf

http://usscouts.org/advance/cyberchip.asp
http://usscouts.org/advance/docs/Cub-Scout-Cyber-Chip.pdf
http://usscouts.org/advance/docs/Cub-Scout-Cyber-Chip.pdf
http://usscouts.org/advance/docs/Boy-Scout-Cyber-Chip.pdf
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Requirements

1 R esourcesforO nlineP rivacy andS afety

a. Know ledge

1) W ithyourm entorview videosfrom
http://w w w .netsm artzkids.org/L earnW ithClicky (foryoungerchildren)
orthepresentationsonInternetS afety availablefrom
http://w w w .netsm artz.org/P resentations.

b. U se

1) Discussw ithyourm entorw hattodow hen:

a) A personyou only know from theInternetinvitesyou tom eetw iththem
inreallife.

b) You seeorhearcontentthatm akesyou uncom fortable.

c) P eopleaskforyourpicture,w hereyou gotoschool,w hereyou live,
w hereyourparentsw ork,yourphonenum ber,yourem ailaddress,and
otherpersonalinform ation.

d) You encounteracyber-bully.

c. S afety

1) Discussw ithyourm entorw hatstepsyou cantaketobesaferontheInternet
andhow toprotectyourprivacy.

2) M akeanagreem entw ithyourparent(s)aboutw henandhow you usethe
Internet.M akesureyou includew henyou w illtellyourparent(s)abouta
problem .

d. S hare(VenturersO nly)

1) T eachyoungerS coutshow toprotecttheirprivacy online.

http://www.netsmartzkids.org/LearnWithClicky
http://www.netsmartz.org/Presentations.
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2 YourCom puterandCom m unity Com puters

a. Know ledge

1) Findoutw hereyou cangetpublicaccesstoacom puterinyourcom m unity.

2) Describehow you useyourcom puterandw hichprogram sconnecttothe
Internetincludingsocialm edia,gam es,brow sers,filesharing,etc.

3) Discussw hatoptionsyou haveforrepairingyourcom puter,ifsom ething
should gow rong.(O ptional)

4) Discussupdatingsoftw areonacom puterand w hy itisim portant.

5) Discussanti-virusand security softw areonacom puter,updatinganti-virus
softw are,and w hy theseareim portant.

b. U se

1) S how ordescribetoyourm entorhow toupdateyourcom puter’soperating
system .

2) S how ordescribetoyourm entorw hatanti-virusand security softw areis
installed onyourcom puter,how toscanform aliciousprogram s,andhow to
updatethatsoftw are.

c. S afety

1) M akeachecklistofthingsyou need todotoprepareyourcom putertousethe
Internetsafely.

2) Discussw ithyourm entorw hatyou candotoprotectyourcom puterfrom
m aliciousprogram s,attackers,and crashes(program oroperatingsystem
failuresresultingina“ bluescreenofdeath” orcom puterinstability).

d. S hare(VenturersO nly)

1) T eachyoungerS coutshow toprotectandupdatetheircom puters.
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3 A ccessingtheInternet– YourConnection

a. Know ledge

1) T alktoyourm entoraboutthevariousw aysyou canconnecttotheInternet
includingconnectionsfrom cable,satellite,andtelecom m unications
com panies;cellphoneconnectionservicesandpublicw irelessservices.

2) T alktoyourm entorabouthow toreducetherisksofusingw ireless
connectionsby usingencrypted connectionstoyourw irelessrouter.

3) (O ptional)Alsodiscussproxiesand VP N services.

b. U se

1) S how ordescribetoyourm entorhow toconnecttotheInternetathom e,ata
school,oratalocalpublicw irelesssite.

c. S afety

1) S how ordescribetoyourm entorhow toencryptyourw irelessconnection.

d. S hare(VenturersO nly)

1) T eachyoungerS coutshow toaccessaw irelessconnectionand how tosetup
encryptiononaw irelessrouter.
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4 Dow nloadingandS oftw are

a. Know ledge

1) Explainthedifferencebetw eenFreew are,S harew are,Dem os,andCom m ercial
S oftw are.

2) Explainw hatasoftw arelicenseisandw hy you needtohaveone.

3) Findoutw hattypesofsoftw areyourS coutingunituses.

4) T alkw ithyourm entoraboutthesoftw arethatisinstalledonyourhom e
com puter.

b. U se

1) Describeorshow how todow nload asoftw areprogram thatyou canusefor
S coutingorforyourS coutingU nit.Forexam pleyou m ay w anttodescribeor
show how todow nload aT rooprecord-keepingprogram ,aprogram tokeep
trackofyourfitness,oraprogram thathelpsyou w ithanadvancem ent
requirem ent.

c. S afety

1) Explaintoyourm entorw hatcangow rongw ithyourcom puterw henyou
dow nload softw areandhow tosafely dow nloadsoftw are.

2) Ifyou haveahom ecom puter,discussw ithyourparentsw hatsoftw areyou are
allow edtodow nload onyourhom ecom puter.

3) Discussw ithyourm entorw hattodoifm alicioussoftw arebecom esinstalled
onyourcom puter.

d. S hare(VenturersO nly)

1) T eachyoungerS coutshow toavoiddow nloadingm alicioussoftw areand the
rulesoftheroadforrespectingtheproperty ofothers.
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5 Em ail

a. Know ledge

1) Explaintoyourm entorw hatem ailisandhow you useit.

b. U se

1) Describeorshow how tosendanem ail.(You m ay describeoruseadesktopor
w eb em ailserviceforthisrequirem ent.)

c. S afety

1) Discussw ithyourm entorw hatinform ationyou shouldnotgiveoutinanem ail.

2) Discussw ithyourm entorthedangersofphishingem ails,attachm entsthatm ay
havem alicioussoftw are,andthedangersoflinksthatm ay leadtom aliciousor
inappropriatew ebsites.

d. S hare(VenturersO nly)

1) T eachyoungerS coutsthesignsofanem ailhoaxandhow tocheckit.

2) T eachyoungerS coutsthesignsofaphishingem ailandthedangersof
attachm entsand links.
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6 Im ages,Video,T exting,M essaging,andChat

a. Know ledge

1) Doyou haveaportabledeviceorcell/sm artphonethathasthecapability to
takeim agesand/orvideos? Explaintoyourm entorhow m any im agesand
videoscanbestoredonyourdeviceandhow they arestored.

2) Explaintoyourm entorw hattexting,m essagingand chatareandhow they
w ork.

b. U se

1) Describeorshow how tosendam essageusingtexting,onlinem essaging,or
chat.

c. A ppropriateU seandS afety

1) Discussw ithyourm entorw hatm akesanim ageorvideo“ inappropriate” and
w hatkindsofim agesorvideoscould leadtotroubleatschooland/orviolations
oflaw .

2) Discussw ithyourm entorw hy itisim portanttogetperm issionbeforetaking
pictures,especially inpubliclocationslikem useum sorzoos.

3) Discussw ithyourm entorthelaw sinyourareaaboutusingcom putingdevices
w hiledrivingand w hatthedangersare.

4) Discussw ithyourm entorthew arningflagsforavoidingtroublew ithpredators
w hileusingtexting,onlinem essaging,and chat.

d. S hare(VenturersO nly)

1) T eachyoungerS coutshow toavoidbecom ingavictim toonlinepredators.
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7 W ebBrow singandW ebBrow serP lug-Ins

a. Know ledge

1) Explainw hataw ebbrow serisandhow itw orks.

2) Explainw hataw ebbrow serplug-inis.

3) Explainw hatalinkisandhow itw orks.

4) Explainw henitisokay toclickalinkand w henyou shouldnotclickonalink.

b. U se

1) S how ordescribetoyourm entorhow touseaw eb brow sertovisitaS couting
w eb sitesuchashttp://w w w .scout.org,http://w w w .w agggsw orld.org,
http://w w w .scouting.org,http://w w w .girlscouts.org,http://w w w .usscouts.org,
orthew ebsitem aintained by yourCouncilorS coutU nit(m ostofthesecanbe
foundusingourS coutS iteS earchat
http://usscouts.org/databases/searchscoutsites.asp.

2) S how ordescribetoyourm entorhow tofind inform ationthatw illhelpyou in
schoolsuchastutorials,educationalpresentations,film s,w ebcasts,podcasts,
videosorothereducationalcontent.

c. S afety

1) S how ordiscussstepsyou cantaketom akeyourbrow sersafer,suchasusing
settingsprotectyourcom puterandyou,usingfeatureslike“ InP rivate
Brow sing” or“ P rivateBrow sing” ,and carefully choosingw hichw eb sitesto
visit.

d. S hare(VenturersO nly)

1) T eachyoungerS coutshow tousethesettingsontheirbrow serstom aketheir
brow singsessionsm oreprivateand m oresecure.

http://www.scout.org/
http://www.wagggsworld.org/
http://www.scouting.org/
http://www.girlscouts.org/
http://www.usscouts.org/
http://usscouts.org/databases/searchscoutsites.asp
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8 S earchingtheW eb

a. Know ledge

1) Explainw hatasearchengineisandhow itw orks.

2) T ellyourm entorthenam esofthreepopularsearchengines.

b. U se

1) S how ordescribehow useasearchenginetofindinform ationaboutS couting

c. S afety

1) Discussw ithyourm entorhow toscreensearchresultstoavoidgoingto
potentially m aliciousw ebsites.You can’talw aysavoidthis,butyou can
describethestepsyou cantaketoreduceyourrisk.

d. S hare(VenturersO nly)

1) T eachyoungerS coutshow tooptim izetheirsearchorlim ittheirsearchto
eitherasingledom ainoronly governm entw ebsites.
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9 U singtheW ebforS couting

a. Know ledge

1) T ellyourm entorthew eb addressesforyourS coutunit’sw ebsite,thew ebsite
foryourlocalS coutingorganization(localcouncilw ebsite),andtheaddressfor
theN ationalS coutingorganizationtow hichyou belong(exam ple– w ebsitefor
BS A orGS U S A)

b. U se

1) W ithyourm entor,view oneofthew ebsitesyou toldyourm entoraboutinthe
know ledgerequirem ent

2) S how ordescribetoyourm entorhow tofindtherequirem entsforan
advancem ent,badge,oraw ard onthew eb atusscouts.orgorm eritbadge.com .

3) S how ordescribehow touseS coutS iteS earchtofindyourS coutunitonthe
w eb orothersinyourtow norCouncil.

c. S afety

1) Discussw ithyourm entorw hy S coutingw ebsitesshould notpublishpersonal
inform ationaboutS coutsthatcanbeview edby thepublic.

d. S hare(VenturersO nly)

1) T eachyoungerS coutshow tofindadvancem entrequirem ents,S coutinghow -to
inform ation,andinform ationtohelpm eetrankrequirem entsonthew eb.

http://usscouts.org/
http://meritbadge.com/
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10 S ocialM ediaandS ocialN etw orking

a. Know ledge

1) Discussw ithyourm entorthedifferenttypesofsocialm ediasitesandtellw hat
eachonedoes;includingblogs,m icro-blogs(likeT w itter),socialnetw orking
w eb sites,m essaging,locationservices(likeFourS quare),forum s,video-sharing
(likeYouT ube),im agesharing,andany othersocialm ediaw ebsitesthatyou
know aboutoruse.

b. U se

1) Describeordem onstratetoyourm entorhow you canusesocialm ediaw eb
sitestoshareinform ationlikephotographs,personalnew s,events,andgive
youropinionsonthingsofinteresttoyou.(IfyourS coutunithasasocialm edia
grouppage,usethatforyourdiscussion.)

c. S afety

1) Describeordem onstratetoyourm entorhow toadjustthesettingsofyour
favoritesocialm ediaw ebsitetoprotectyourprivacy.

2) Describeordem onstratetoyourm entorhow torespondtounsolicitedbuddy
orfriend requestsfrom strangers.

3) Discussw ithyourm entorhow yourprivacy m ay beaffectedby gam es,w ebsite
applications,causes,postings,andotheractivitiesonsocialm ediaw ebsites.

d. S hare(VenturersO nly)

1) T eachyoungerS coutshow touseprivacy settingsinasocialm ediaapplication
likeFacebookorM yS pacetoprotecttheirinform ation.
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11 S m artP honesandGeo-L ocationS ervices

a. Know ledge

1) W hatisageo-locationservice?

2) Ifyou haveasm artphone,doesituseGP S ortransm issiontow ertriangulation
tolocateyourposition? W hichism oreaccurate?

b. U se

1) Describeorshow yourm entorhow touseageo-locationserviceonasm art
phone,tablettypecom puter,orotherhand-helddevice?

c. S afety

1) Explainthedangersofsharingyourlocationw itheveryone.

2) Explainhow you canreducetherisksofsharingyourlocationw ithother
people.

d. S hare(VenturersO nly)

1) T eachyoungerS coutshow touseGP S orageo-locationservicetofind anearby
hospital,policestation,restaurant,orservicestation.
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12 Identity T heft

a. Know ledge

1) Discussidentity theftw ithyourm entor.W hatisidentity theftandhow doesit
happen?

b. U se

1) S how ordescribetoyourm entorthingsthatyou dow henusingtheInternet
thatreduceyourriskofidentity theft.

c. S afety

1) R ead thesafety tipsonidentity theftontheFederalT radeCom m issionw ebsite
andontheU .S .Governm ent’sO nGuard w ebsiteanddiscussthem w ithyour
m entor.

d. S hare(VenturersO nly)

1) T eachyoungerS coutshow toavoid identity theftw henusingtheInternet.
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The Internet Scout Patch

Program Resources

Currency ofInform ationandW heretoL earnM ore

CurrentonJune1,2014

T hefollow inginform ationw ascurrentatthetim eofpublicationand isprovidedasa
startingpointforyou.O vertim elinksm ay changeandasaresultthelinksw ehavepublished
m ay nolongerw ork.Insuchacase,w eencourageyou touseasearchenginetolookforrelated
inform ation.

FindM oreInform ationw ithS earchEngines

Becausetechnology andtheInternetcontinuetochangerapidly,theresourcesprovided
inthisguideisintendedonly asastartingpointforthedialogbetw eenm entorand youth.You
canalw aysfind additionalusefulinform ationby usingasearchengine.

BrokenL inks– W hatT oDo?

Don’tw orry,ifalinkinthisguideisbroken.T hatcanhappenonthew eb.Justusekey
term sfrom thelinktextand asearchenginelikeGoogle,Bing,orYahootofindnew inform ation
aboutasubject.Chancesareitw illbem orecurrentandhelpful.T hisprogram isabouthavinga
dialogbetw eenadultsand youthm em berstolearnabouttheInternetandnotaboutvisiting
specificw ebsites.

ContactU .S .S coutingS erviceP roject,Inc.AboutthisP rogram

Ifyou w ouldliketoreportaproblem w ithalink,suggestanew link,proposerevisionsto
thecontentofthisprogram ,orgiveusfeedback,pleasesendanem ailto
InternetP atch@ usscouts.org.

mailto:InternetPatch@usscouts.org
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GeneralInform ation

U .S .CER T (U .S .Departm entofHom elandS ecurity)

You candow nload helpful,shortguidestom any differentinternetsecurity andsafety
topicsandyou cansubscribetoem ailalertsthattellyou w hentherearesecurity updates,
security issues,andnew inform ationonm any topicsrelatedtotheInternet.P leaseconsider
visitingandsubscribingtoU .S .Cert’sS ecurity T ips– they arevery good.VisitU .S .CER T at:

 http://w w w .us-cert.gov/

S ecurity tipsavailablefrom U .S .CER T coverthesetopics:

 GeneralInform ation
 GeneralS ecurity
 Attacksandthreats
 Em ailand Com m unication
 M obiledevices
 P rivacy
 S afebrow sing
 S oftw areand applications

M any ofthetopicsinthisprogram arecovered by thesetipsandyou canfindansw ersto
alotofquestionsinthesetips.W ehighly recom m endthisw ebsite.

O nGuard

O neofthevery bestonlinedestinationsforanyonestartingthedialoginthisprogram is
theU .S .Governm ent’s“ O nGuardO nline| S top-T hink-Click” w ebsite.T hisw ebsitefeatures
extensivetipsforonlinesafety andpracticesalongw ithgam esand videosw hichw illhelpyou
learnalotaboutonlinesafety.

 http://w w w .onguardonline.gov

T heO nGuard w ebsitew asproduced incooperationw iththe:

 Departm entofCom m erce
 Departm entofDefenseInform ationAssuranceS upportEnvironm ent(IAS E)
 Departm entofEducation

http://www.us-cert.gov/
http://www.onguardonline.gov/
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 Departm entofHom eland S ecurity
 FederalCom m unicationsCom m ission
 FederalDepositInsuranceCorporation
 FederalT radeCom m ission
 InternalR evenueS ervice
 N avalCrim inalInvestigativeS ervice
 O fficeofJusticeP rogram s
 S ecuritiesand ExchangeCom m ission
 U .S .Arm y Crim inalInvestigationCom m and
 U .S .Com m oditiesFuturesT radingCom m ission
 U .S .P ostalInspectorS ervice

Asaresultofthism ulti-agency collaborativeeffort,thisw ebsitehassom eofthebest
inform ationavailableonInternetuseforfam ilies.P leasetakethetim etovisitthesite,w atch
thevideos,and readtheinform ationaltopics.

O therR esources

You m ay alsofindthesew ebsiteshelpfulasyou prepareforthedialogneededforthis
program :

 Buyingcom puters:Consum erR eports– BestCom putersandConsum erR eports–
BuyingElectronics

 Com puterandW ebT erm inology:http://w w w .w ebopedia.com /
 Com puterterm s:http://w w w .techterm s.com /
 W hatisaU R L :http://en.w ikipedia.org/w iki/U niform _R esource_L ocator

http://www.consumerreports.org/cro/computers.htm
http://www.consumerreports.org/cro/electronics-computers/index.htm
http://www.consumerreports.org/cro/electronics-computers/index.htm
http://www.webopedia.com/
http://www.techterms.com/
http://en.wikipedia.org/wiki/Uniform_resource_locator
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O nlineP rivacy andS afety

Yourprivacy and safety w hileyou areonlineisim portant.You canusetheseresourcesto
helpyou discussthissubjectw ithyourm entor.

GeneralInform ation

 S coutingM agazine:http://w w w .scoutingm agazine.org/issues/0303/a-aprl.htm l
 S tay S afeO nline:http://w w w .staysafeonline.org/

Cookies

 W ikipedia– Cookie:http://en.w ikipedia.org/w iki/HT T P _cookie
 GoogleP rivacy:https://w w w .youtube.com /user/googleprivacy

Gam es

 M cGruff:http://w w w .m cgruff.org/Gam es/
 O nGuard:http://w w w .onguardonline.gov/gam es/overview .aspx

O nlineS afety T ips

 Rules:
S etuprulesw ithyourparentsforusingtheInternet

o W hattim esoftheday you canusetheInternet
o How long
o Appropriatesitestovisit
o Gettingperm issiontovisitotherw ebsites
o Gettingperm issiontousesocialm ediaw eb sites

 Personal Information:
Don’tgiveoutpersonalinform ationw ithoutperm issionfrom yourparents.

o Yourschooland classes
o Youraddressandtelephonenum ber
o Yourparent(s)’sw orkaddressesandtelephonenum bers
o Yourem ailaddress(es)w henonw eb sites

http://www.scoutingmagazine.org/issues/0303/a-aprl.html
http://www.staysafeonline.org/
http://en.wikipedia.org/wiki/HTTP_cookie
https://www.youtube.com/user/googleprivacy
http://www.mcgruff.org/Games/
http://www.onguardonline.gov/games/overview.aspx
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 Sharing:
Don’tsendorsharepictures,m ovies,orotherfilesw ithoutperm issionfrom your
parents.

 Talk to Your Parent(s):
T ellyourparentsrightaw ay,ifyou com eacrossanythingontheInternetthatm akes
you feeluncom fortable,threatened,orafraid.

 You Don’t Have to Reply:
You donothavetorespondtom essagesthatarethreatening,m ean,orthatm ake
you feeluncom fortable.

 Don’t Agree to Meet a Person You Met on the Internet:
N everagreetom eetorgettogetherw ithsom ebody thatyou m etonlinew ithout
gettingyourparent’sperm ission.Ifyourparentsgiveyou perm ission,m akesurethe
m eetingisinapublicplaceandthatyou bringaparentoradultguardianw ithyou.

P arentInform ation

 O nGuard:http://w w w .onguardonline.gov/topics/net-cetera.aspx (A guidedesigned
tohelpparentstalktokidsaboutbeingonlinew ithdow nloadablefiles,P ow erP oint
presentations,and videos.)

 N etS m artz:http://w w w .netsm artz.org/index.aspx
 T R U S T e:http://w w w .truste.com /consum er-privacy/personal-privacy-tips/
 W ired S afety:http://w w w .w iredsafety.org/

P rivacy A dvocacy W ebsites

 ElectronicFrontierFoundation:http://w w w .eff.org/
 ElectronicP rivacy Inform ationCenter:http://epic.org

http://www.onguardonline.gov/topics/net-cetera.aspx
http://www.netsmartz.org/index.aspx
http://www.truste.com/consumer-privacy/personal-privacy-tips/
http://www.wiredsafety.org/
http://www.eff.org/
http://epic.org/
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YourCom puter

A brandnew com puteroutofthebox doesn’tstand m uchofachanceontheInternet.It
canbeinfected w ithm alicioussoftw areinam annerofm inutesunlessyou takesom ebasic
stepslikeusinganti-virus/security softw are,updatingyoursoftw are,usingafirew all,and
exercisinggood onlinehabits.M alicioussoftw arecanbeusedtoconvertyourcom putertopart
ofw hatisknow nasabot-net,trackyouractivity,record yourkeystrokestogetyourpassw ords
andP ersonalIdentificationN um bers(P IN s),stealyouridentity anddata,ordestroy yourdata.

Allsoftw areonyourcom puterincludingtheoperatingsystem ,office-typeapplications,
gam es,and otherapplicationsshouldbeupdatedregularly.Itisessentialthatyou haveanduse
anti-virusorsecurity softw aretoprotectyourcom puter.U singafirew allcanalsohelp.Finally,
yourow nhabitscanm akeabigdifference.N otopeningunexpectedattachm entsandnot
clickinglinksinem ailcanhelpavoidtrouble.

General

 7 P racticesforCom puterS ecurity:
http://w w w .onguardonline.gov/topics/com puter-security.aspx

 Com puterDisposal:(P rotectyourdataonyourold harddrives)
http://w w w .onguardonline.gov/articles/0010-disposing-old-com puters

 L aptopS ecurity:http://w w w .onguardonline.gov/articles/0015-laptop-security
 M alw are:http://w w w .onguardonline.gov/topics/m alw are.aspx

A nti-VirusandS ecurity S oftw are

 Anti-VirusS oftw are:http://en.w ikipedia.org/w iki/Antivirus_softw are
 L istofAnti-VirusS oftw areVendors:

http://en.w ikipedia.org/w iki/L ist_of_antivirus_softw are

Firew alls

 Firew all:http://en.w ikipedia.org/w iki/Firew all_(com puting)

http://www.onguardonline.gov/topics/computer-security.aspx
http://www.onguardonline.gov/articles/0010-disposing-old-computers
http://www.onguardonline.gov/articles/0015-laptop-security
http://www.onguardonline.gov/topics/malware.aspx
http://en.wikipedia.org/wiki/Antivirus_software
http://en.wikipedia.org/wiki/List_of_antivirus_software
http://en.wikipedia.org/wiki/Firewall_%28computing%29
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U pdatestoCom puterO peratingS ystem s

Alm ostalloperatingsystem shaveregularupdates.Ifyou arenotsureabouthow to
updateyourcom puter,try visitingthew ebsiteforthevendorw hodevelopedyouroperating
system togetm oreinform ation.You cangodirectly totheupdatesitesforAppleandM icrosoft
operatingsystem s.

 U pdatesforApple:http://w w w .apple.com /softw areupdate/
 U pdatesforL inux:U sethelinksathttp://w w w .linux.com /directory/Distributions

tofind theL inuxdistributionyou areusingand checkthereforupdates.
 U pdatesforW indow s:O penthe“ ControlP anel” ,thenclickon“ W indow sU pdate”

W indow sO peratingS ystem S pecific

 W indow sS ecurity Bulletins:
http://w w w .m icrosoft.com /technet/security/current.aspx

http://www.apple.com/softwareupdate/
http://www.linux.com/directory/Distributions
http://www.microsoft.com/technet/security/current.aspx
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A ccessingtheInternet– YourConnectionGeneral

 T ypesofInternetConnections:
http://w w w .w ebopedia.com /quick_ref/internet_connection_types.asp

BroadbandConnections

 Broadband:http://w w w .w ebopedia.com /T ER M /B/broadband.htm l

W irelessConnections

W irelessconnectionstotheInternetarevery com m onandconvenient.How ever,
w irelessnetw orkinghasm any security issues.O neofthefirstw aystoprotectthese
connectionsw astheuseofencryption.S om eoftheearly w aysofencryptingtheseconnections
havebeencracked,soyou w anttom akesuretousethestrongestpossibleandm ostrecent
encryptioncapability availabletoyou.

 W irelessS ecurity:
http://w w w .onguardonline.gov/m edia/video-0009-w ireless-security
 W irelessS ecurity:http://en.w ikipedia.org/w iki/W ireless_security
 10 T ipsforW irelessHom eN etw orkS ecurity:

http://com pnetw orking.about.com /od/w irelesssecurity/tp/w ifisecurity.htm

http://www.webopedia.com/quick_ref/internet_connection_types.asp
http://www.webopedia.com/TERM/B/broadband.html
http://www.onguardonline.gov/media/video-0009-wireless-security
http://en.wikipedia.org/wiki/Wireless_security
http://compnetworking.about.com/od/wirelesssecurity/tp/wifisecurity.htm
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Dow nloadingandS oftw are

Dow nloadingfilesandsoftw areisanorm alpartoftheinternetexperience,butitcan
alsobeadangerousexperience.Generally,softw arethatyou purchaseand otherfileslikem usic
and videothatyou buy from areputablesiteshouldn’tbeaproblem ,thoughthereareno
guarantees.M orecarehastobeexercisedw ithsitesthatofferfreedow nloadsandfreefiles.
S om ew illpopupw indow stodow nloadadditionaland som etim esm alicioussoftw are.S om e
filesordow nloadsm ay havem aliciouscom ponents.W orse,usingpiratedsoftw arem ay violate
law sand subjectyou oryourfam ily tolegalliability and som enasty consequences.

CyberCitizenship

 Cybercitizenship.org:http://w w w .cybercitizenship.org/

Dow nloading

 General:http://en.w ikipedia.org/w iki/Dow nload
 Dow nload Danger!

http://us.norton.com /fam ilyresources/resources.jsp?title=colum ndow nloaddanger
 P eer-to-P eer(P 2P )file-sharing:http://w w w .onguardonline.gov/articles/0017-kids-

and-com puter-security#P 2P -security.aspx

S oftw areandL icenses

 S oftw areL icenses:http://en.w ikipedia.org/w iki/S oftw are_license
 BusinessS oftw areAlliance(Cybertreehouse):http://w w w .bsa.org/anti-piracy/

http://www.cybercitizenship.org/
http://en.wikipedia.org/wiki/Download
http://us.norton.com/familyresources/resources.jsp?title=column
http://www.onguardonline.gov/articles/0017-kids-and-computer-security#P2P
http://www.onguardonline.gov/articles/0017-kids-and-computer-security#P2P
http://en.wikipedia.org/wiki/Software_license
http://www.bsa.org/anti-piracy/
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Em ail

S om em ightcallem ailthetiredoldw orkhorseoftheinternet.Ithasbeeneclipsedby
textingand m essagingforthem ajority ofinternetusers,butstillisw idely usedandrem ainsa
valuableand reliablew ay ofcom m unicating.Despiteitsm any benefits,em ailisafrequent
avenueforscam s,hoaxes,andidentity theftschem escalledphishing.L inksandattachm ents
arealsofrequently usedtodeliverm aliciouspayloadstocom puterslikeyours.S om etim esem ail
addressesm ay bespoofed sothatitlookslikeanem ailfrom som ebody you know w henitis
from apersonw ithbad intentions.

Em ailHow T oInform ation

 Em ailBasics:http://w w w .gcflearnfree.org/em ailbasics
 L earnEm ail:http://w w w .learnthenet.com /learn-em ail/
 Beginner’sGuide:http://w ebfoot.com /advice/em ail.top.php
 M ailingL istBasics:http://en.w ikipedia.org/w iki/Electronic_m ailing_list

Em ailHoaxes,S cam s,andFraud

You canusethesesitestocheckoutw hethersom ethingyou’veseeninanem ailisa
hoax ortrue.

 CentersforDiseaseControlandP revention-HealthR elated HoaxesandR um ors
 Darw inAw ards– U rbanL egends
 F-S ecureVCom puterVirusHoax W arnings
 KorovaM ultim edia‘Hoax du Jour’
 M cAfeeHoax Alerts
 T heM useum ofHoaxes
 S cam busters.org
 S nopes
 S ophosHoax Center
 S ym antecHoax Center
 U rbanL egendsand S uperstitions
 U rbanL egend Archives
 Vm yths.com

http://www.gcflearnfree.org/emailbasics
http://www.learnthenet.com/learn-email/
http://webfoot.com/advice/email.top.php
http://en.wikipedia.org/wiki/Electronic_mailing_list
http://www.cdc.gov/hoaxes_rumors.html
http://www.darwinawards.com/legends/
http://www.f-secure.com/virus-info/hoax/
http://www.korova.com/virus/hoax.htm
http://home.mcafee.com/virusinfo/virus-hoaxes?ctst=1
http://www.museumofhoaxes.com/
http://scambusters.org/
http://www.snopes.com/
http://www.sophos.com/en-us/threat-center/threat-analyses/hoaxes.aspx
http://www.symantec.com/security_response/landing/risks/hoaxes.jsp
http://urbanlegendsonline.com/
http://urbanlegends.about.com/
http://vmyths.com/
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P hishing

 P hishing:http://w w w .onguardonline.gov/topics/phishing.aspx
 InternetFraudT ips:http://w w w .fraud.org/learn/internet-fraud
 R ecognizingP hishing:

http://w w w .m icrosoft.com /protect/fraud/phishing/sym ptom s.aspx
 Anti-P hishingConsum erAdvice:http://education.apw g.org/
 P rotectYourselffrom P hishing:

https://w w w .paypal.com /us/w ebapps/m pp/security/antiphishing-protectyourself
 CanYou S potP hishingChallenge:

https://w w w .paypal.com /us/w ebapps/m pp/security/antiphishing-
canyouspotphishing

http://www.onguardonline.gov/topics/phishing.aspx
http://www.fraud.org/learn/internet-fraud
http://www.microsoft.com/protect/fraud/phishing/symptoms.aspx
http://education.apwg.org/
https://www.paypal.com/us/webapps/mpp/security/antiphishing-protectyourself
https://www.paypal.com/us/webapps/mpp/security/antiphishing-canyouspotphishing
https://www.paypal.com/us/webapps/mpp/security/antiphishing-canyouspotphishing
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T exting,M essaging,andChat

A N ielsenstudy releasedinO ctober2010 statedthattheaverageteenagersends3,339
textsperm onth.U ntil2008,them ainreasongivenforgettingacellphonew assafety.N ow the
prim ary reasonforgettingacellphoneforteensistextingw ithsafety asthesecondm ost
com m onreason.

N ew sstoriesand articlescontinuetoappearonthew ebabouttextingand accidents
rangingfrom w alkingintow allstovehicleaccidentstopublictransportationaccidentsto
concernsaboutlifeguardstextingonthejob.You m ay w anttosearchfornew sstoriesabout
textingand safety tofindthem ostrecentinform ation.

P opularM essagingS ervices

 AO L InstantM essenger(AIM ):http://w w w .aim .com
 GoogleHangouts:http://w w w .google.com /hangouts/
 S kype:http://w w w .skype.com /en/
 YahooM essenger:http://m essenger.yahoo.com

T exting

 S afety T ipsforM obileP honeU se:
http://w w w .safekids.com /cell-phone-safety-tips/

 S afety T ipsforT exting:
http://w w w .safeam ericakids.org/index.php/com ponent/content/article/41-kid-
tips/49-w elcom e-to-safe-am erica-kids

Chat

 S afety T ipsforInstantM essagingand Chat:
http://w w w .protectkids.com /parentsafety/im chatips.htm

Im agesandA ppropriateU se

 M any placesincludingschools,m useum s,zoos,theaters,m ilitary bases,stores,and
som ebusinesslocationshaverulesorlaw sagainsttakingpicturesw ithout
perm ission.You m ay w anttofindoutw hattherulesareforyourschooloranother
locationand reportw hatyou found.

http://www.aim.com/
http://www.google.com/hangouts/
http://www.skype.com/en/
http://messenger.yahoo.com/
http://www.safekids.com/cell-phone-safety-tips/
http://www.safeamericakids.org/index.php/component/content/article/41-kid-tips/49-welcome-to-safe-america-kids
http://www.safeamericakids.org/index.php/component/content/article/41-kid-tips/49-welcome-to-safe-america-kids
http://www.protectkids.com/parentsafety/imchatips.htm
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 M ostjurisdictionsand alm ostallschoolshavelaw sand rulesagainsttransm ittingor
storinginappropriateim agesofm inors.T heselaw sand rulesfallundertheheading
ofchildpornography.T eensstoringortransm ittinginappropriateim agesof
them selvesorotherpeoplecouldfaceprosecutionand expulsionfrom school.N ew s
storiesaboutthissubjectcropupfrequently.You m ay w ishtouseyourfavorite
searchenginetosearchfor“ inappropriatecellphonepictures” tofind storiesto
discuss.

 T heBS A’sGuidetoS afeS couting(34416)includesthisstatem entintheYouth
P rotectionsection:

“ Inappropriateuseofcam eras,im aging,ordigitaldevicesprohibited.
“ W hilem ostcam persand leadersusecam erasand otherim agingdevices
responsibly,ithasbecom every easy toinvadetheprivacy ofindividuals.
Itisinappropriatetouseany devicecapableofrecordingortransm itting
visualim agesinshow erhouses,restroom s,orotherareasw hereprivacy
isexpectedby participants.”

W henaviolationoftheabovepolicy isobserved,theAdultL eaderinchargeshould
im m ediately confiscatetheim agingdevice,andtransm itittothelocalcouncilS cout
Executiveassoonaspossible,w ithoutdeletingany im ages,toensurethatany
evidenceisnotdestroyed,andtoensurethatany inappropriateim agesarenot
distributed.

 FurtherR eading

T heN ationalCenterforM issing& ExploitedChildrenhasanexcellentarticletitled,
“ W hatischildpornography” ,thatyou m ay w ishtoview .

http://www.scouting.org/scoutsource/HealthandSafety/GSS/toc.aspx
http://www.missingkids.com/Exploitation/FAQ
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W ebBrow singandP lug-InsP opularw ebbrow sers:

T herearealargenum berofw ebbrow sersavailableforusew ithyourcom puter.S om e
aregeneralbrow sersand som earevery specialized.T hem ostpopularw eb brow sersarelisted
below :

 AppleS afari:http://w w w .apple.com /safari/
 GoogleChrom e:http://w w w .google.com /chrom e
 L ynx (T extonly):http://lynx.brow ser.org
 M icrosoftInternetExplorer:http://w w w .m icrosoft.com /w indow s/internet-explorer/
 M ozillaFirefox:http://w w w .m ozilla.com /firefox/
 O pera:http://w w w .opera.com

P lug-ins:

 Firefox:https://addons.m ozilla.org/en-U S /firefox/

S afeBrow sing
 http://w w w .4kids.org/safesurf/
 http://protectkids.com
 http://w w w .safekids.com

http://www.apple.com/safari/
http://www.google.com/chrome
http://lynx.browser.org/
http://www.microsoft.com/windows/internet-explorer/
http://www.mozilla.com/firefox/
http://www.opera.com/
https://addons.mozilla.org/en-US/firefox/
http://www.4kids.org/safesurf/
http://protectkids.com/
http://www.safekids.com/
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S earchingtheW eb

A boutS earchEngines

T herearehundredsofsearchenginesavailableonthew eb rangingfrom generalsearch
tovery specializedsearch.Foralistofsearchengines,you m ay w ishtovisit
http://w w w .thesearchenginelist.com /orhttp://en.w ikipedia.org/w iki/L ist_of_search_engines

Eachsearchenginew orksalittledifferently,soyou m ay w anttocheckeachsearch
enginesitetolearnhow togetthem ostoutofyoursearches.M ostsearchenginesofferhelpful
articlesonhow todosearches.Forexam ple,thereisashorthelparticleat
http://w w w .google.com /support/w ebsearch/bin/answ er.py?hl=en&answ er=134479,thatm ay
helpforthoseofyou w houseGoogleasyoursearchengine.Binghasahelpareaat
http://onlinehelp.m icrosoft.com /en-us/bing/ff808506.aspxthatcanbevery useful.Yahoohasa
really greatsetofhelptopicsathttp://help.yahoo.com /l/us/yahoo/search/basics/.

P opularS earchEngines

T hisisalistofsom eofthem ostpopularsearchengines:

 Bing:http://w w w .bing.com
 Google:http://w w w .google.com
 U .S .Governm ent:http://w w w .usa.gov
 Yahoo:http://w w w .yahoo.com

S pecialty S coutingS earchEngines

 GoogleCustom S earchforU S S coutingS erviceP roject:
(S earchcoversallofourw ebsites):http://netcom m ish.com /googlesearch.asp

 GoogleCustom S earchforS couting:(S earchislim itedtoapproxim ately 3,000 top
S coutingw ebsites.): http://netcom m ish.com /googlesearch2.asp

 S coutS iteS earch:(S earchforaw ebsitecreatedby yourlocalcouncil,yourO .A.
L odge,aS um m erCam p,ortheS coutunitsinyourhom etow n.):

http://usscouts.org/databases/searchscoutsites.asp

http://www.thesearchenginelist.com/
http://en.wikipedia.org/wiki/List_of_search_engines
http://www.google.com/support/websearch/bin/answer.py?hl=en&answer=134479
http://onlinehelp.microsoft.com/en-us/bing/ff808506.aspx
http://help.yahoo.com/l/us/yahoo/search/basics/
http://www.bing.com/
http://www.google.com/
http://www.usa.gov/
http://www.yahoo.com/
http://netcommish.com/googlesearch.asp
http://netcommish.com/googlesearch2.asp
http://usscouts.org/databases/searchscoutsites.asp
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U singtheW ebforS couting

T hisisalistingofofficialw eb presencesforS coutingorganizationsw orldw ideandinthe
U nited S tates.You canfind m oreS coutingAssociationsw ithasearchengineusingterm slike
“ S coutsCanada” or“ AustraliaS couting” usingthecountry ofyourchoice.

Boy S coutsofA m erica

 S coutZone:http://w w w .youtube.com /w atch?v=hKFnGDR aM Q U
 W eDoItBoy S coutM usicVideo:http://w w w .youtube.com /w atch?v=tok9geP il3E
 BS A O fficialW ebsite:http://w w w .scouting.org

GirlS coutsoftheU S A

 YouT ube– girlscoutvideosChannel:http://w w w .youtube.com /user/girlscoutvideos
 GS U S A O fficialW ebsite:http://w w w .gsusa.org

W orldA ssociationofGirlGuidesandGirlS couts

 YouT ube– W AGGGS :http://w w w .youtube.com /user/W AGGGS 2008
 W AGGGS O fficialW ebsite:http://w w w .w agggsw orld.org

W orldO rganizationoftheS coutM ovem ent

 YouT ube– W orldS couting’sChannel:http://w w w .youtube.com /user/W orldS couting
 O fficialW ebsite:http://w w w .scout.org

http://www.youtube.com/watch?v=hKFnGDRaMQU
http://www.youtube.com/watch?v=tok9gePil3E
http://www.scouting.org/
http://www.youtube.com/user/girlscoutvideos
http://www.gsusa.org/
http://www.youtube.com/user/WAGGGS2008
http://www.wagggsworld.org/
http://www.youtube.com/user/WorldScouting
http://www.scout.org/
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S ocialM ediaandS ocialN etw orking

Atthetim eofpublication,therew erem orethan500 m ajorsocialm ediaw ebsiteson
thew eb andliterally hundredsofm illionsofpeoplew orld-w ideusingthesesites.T ogetanidea
oftherelativesizeofsom eofthesecom m unitiesasthey w ereinm id-2010,you canlookatthe
m apathttp://w w w .coolinfographics.com /blog/2010/9/3/the-2010-social-netw orking-m ap.htm l

T hechancesaregoodthatany childrenw housetheInternetw illhaveexposuretosocial
m ediaorsocialnetw orkingw ebsites.Forthatreason,itisim portanttow orkoutasafam ily
w hatisallow ed andw hatisnot.Itisalsoim portanttoknow w hatchildrencandotostay safer
w hilethey socializeonline.

General

 S ocialnetw orkservice:http://en.w ikipedia.org/w iki/S ocial_netw ork_service
 L istofw ellknow nsocialnetw orkingsites:

http://en.w ikipedia.org/w iki/L ist_of_social_netw orking_w ebsites

S afety andS ocialN etw orking

 S ocialN etw orkingS ites:S afety T ipsforT w eensandT eens:
http://w w w .ftc.gov/bcp/edu/pubs/consum er/tech/tec14.shtm

 S ocialN etw orkingS ites:A P arent’sGuide:
http://w w w .onguardonline.gov/topics/social-netw orking-sites.aspx

 ConnectS afely T ips:http://w w w .connectsafely.org/safety-tips-advice/

http://www.coolinfographics.com/blog/2010/9/3/the-2010-social-networking-map.html
http://en.wikipedia.org/wiki/Social_network_service
http://en.wikipedia.org/wiki/List_of_social_networking_websites
http://www.ftc.gov/bcp/edu/pubs/consumer/tech/tec14.shtm
http://www.onguardonline.gov/topics/social-networking-sites.aspx
http://www.connectsafely.org/safety-tips-advice/
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S m artP honesandGeo-L ocationS ervices

S m artphonesandm any oftheirapplicationsuseGeo-locationservicesorL ocation
Based S ervicestopinpointw hereyou are.T heseservicescanhelpyou find thingsthatarenear
yourlocationandbequitehelpful.T hey canalsobeusedtopinpointw hereyou areandfor
youngpeople,especially thiscanbepotentially dangerousifusedby acyber-stalkeror
predator.U singinform ationfrom yourS m artP honevendor’sw ebsiteorinform ationonthe
w eb,you should learnhow todisabletheseservicesonyoursm artphoneanddiscussw henitis
appropriatetousethem .

General

 Geo-location:http://en.w ikipedia.org/w iki/Geolocation
 Geo-locationS erviceorL ocationBased S ervice:

http://en.w ikipedia.org/w iki/L ocation_based_service
 M obileP honeT racking:http://en.w ikipedia.org/w iki/M obile_phone_tracking

P rivacy andS ecurity

 P rivacy R ightsClearinghhouse– P rivacy intheAgeoftheS m artphone:
https://w w w .privacyrights.org/sm artphone-cell% 20phone-privacy

 F-S ecure– CanIS talkYou? AnIntrotoL ocation-Based S erviceS ecurity:
http://safeandsavvy.f-secure.com /2010/08/31/location-based-services/

 DisablinglocationservicesonS m artP hones:http://icanstalku.com /how .php#disable

http://en.wikipedia.org/wiki/Geolocation
http://en.wikipedia.org/wiki/Location_based_service
http://en.wikipedia.org/wiki/Mobile_phone_tracking
https://www.privacyrights.org/smartphone-cell phone-privacy
http://safeandsavvy.f-secure.com/2010/08/31/location-based-services/
http://icanstalku.com/how.php#disable
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Identity T heft

U .S .Governm entR esources

T heU .S .Governm enthasthreeexcellentw ebsitesthatprovidealotofvaluable
inform ationonthetopicofIdentity T heft:

 Departm entofJustice:
http://w w w .justice.gov/crim inal/fraud/w ebsites/idtheft.htm l

 FederalT radeCom m ission:http://w w w .ftc.gov/bcp/edu/m icrosites/idtheft/
 O nguard:http://w w w .onguardonline.gov/articles/0005-identity-theft

http://www.justice.gov/criminal/fraud/websites/idtheft.html
http://www.ftc.gov/bcp/edu/microsites/idtheft/
http://www.onguardonline.gov/articles/0005-identity-theft

